(12) INTERNATIONAL AlW,lCATION PUBLISHED UNDER THE PATENTCTOOPERATION TREATY (PCT) 



llilllllllllllll 

Illlllllfllll 

I1II0 

mini 

1 

1101 


(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date (10) International Publication Number 

12 April 2001 (12.04.2001) P CT WO 01/26322 A2 


(51) International Patent Classification 7 : 


H04L 29/00 


(21) International Application Number: PCT/USOO/27352 

(22) International Filing Date: 4 October 2000 (04. 10.2000) 

(25) Filing Language: English 

(26) Publication Language: English 


(30) Priority Data: 

60/157,818 


5 October 1999 (05.10.1999) US 


(71) Applicant (for all designated States except US): NORTEL 
NETWORKS LIMITED [CA/CA]; World Trade Center 
of Montreal, 8th Floor, 380 St. Antoine Street West, Mon- 
treal, Quebec H2Y 3Y4 (CA). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): KHALIL, Mo- 
named [US/US]; 9221 Amberton, Number 180, Dallas, 
TX 75243 (US). NARAYANAN, Raja, P. [IN/US]; 4713 
N. O'Connor Road, Apt. 1026, Irving, TX 75062 (US). 
AKHTAR, Haseeb [US/US]; 3102 Pamela Place, Gar- 
land, TX 75044 (US). QADDOURA, Emad, A. [US/US]; 
1320 Wateredge Drive, Piano, TX 75093 (US). 


(74) Agents: MCCOMBS, David, L.; Haynes and Boone, 
L.L.P., 901 Main Street, Suite 3100, Dallas, TX 
75202-3789 et al. (US). 

(81) Designated States (national): AE, AL, AM, AT, AU, AZ, 
BA, BB, BG, BR, BY. CA, CH, CN, CR, CU, CZ, DE, DK, 
DM, EE, ES, FI, GB, GD, GE, GH, GM, HR, HU, ID, IL, 
IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, 
LV, MA, MD. MG, MK, MN, MW, MX, NO, NZ, PL, PT, 
RO, RU, SD, SE, SG, SI, SK, SL, TJ, TM, TR, TT, TZ, UA, 
UG, US, UZ, VN, YU, ZA, ZW. 

(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 
patent (AT, BE, CH, CY, DE, DK. ES, FI, FR, GB, GR, IE, 
IT, LU, MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, 
CI, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG). 

Published: 

— Without international search report and to be republished 
upon receipt of that report. 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations " appearing at the begin- 
ning of each regular issue of the PCT Gazette. 


< 

m — — 

^ (54) Title: KEY EXCHANGE FOR NETWORK ARCHITECTURE 

(57) Abstract: A key exchange for a network architecture. A mobile node that roams over a foreign domain transmits a registration 
request to a home domain using the foreign domain. The identity of the mobile node within the registration request is encrypted. 

^5 Th e home domain receives the registration request and decrypts the mobile node identity. The home domain generates a registration 
reply that includes encryption keys for encrypting information to be transmitted between and among the home domain, the foreign 

^ domain, and the mobile node. 


